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Summary

CVE CVE-2022-1259

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-31 16:15:00 UTC

Updated 2022-11-07 19:05:00 UTC

Description A flaw was found in Undertow. A potential security issue in flow control handling by the browser over HTTP/2 may cause overhead or a denial of service in the server. This flaw exists because of an incomplete fix for CVE-2021-3629.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Cloud Secure Agent - All All All

Application Netapp Oncommand Insight - All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Redhat Build Of Quarkus - All All All

Application Redhat Integration Camel K - All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Openshift Application Runtimes - All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Undertow 2.2.18 All All All

Application Redhat Undertow 2.2.19 All All All

Application Redhat Undertow All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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