
CVE-2022-1289
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-1289

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-10 16:15:00 UTC

Updated 2023-03-07 22:38:00 UTC

Description A denial of service vulnerability was found in tildearrow Furnace. It has been classified as problematic. This is due to an incomplete fix of CVE-2022-1211. It is possible to initiate the attack remotely but it requires user interaction. The issue got fixed with the patch 0eb02422d5161767e9983bdaa5c429762d3477ce.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tidearrow Furnace All All All All

Application Tildearrow Furnace All All All All

Application Tildearrow Furnace - All All All

Application Tildearrow Furnace 0.2 All All All

Application Tildearrow Furnace 0.2.1 All All All

Application Tildearrow Furnace 0.2.2 All All All

Application Tildearrow Furnace 0.3 All All All

Application Tildearrow Furnace 0.3.1 All All All

Application Tildearrow Furnace 0.4 All All All

Application Tildearrow Furnace 0.4.1 All All All

Application Tildearrow Furnace 0.4.2 All All All

Application Tildearrow Furnace 0.4.3 All All All

Application Tildearrow Furnace 0.4.4 All All All

Application Tildearrow Furnace 0.4.5 All All All

Application Tildearrow Furnace 0.4.5 real All All

Application Tildearrow Furnace 0.4.6 All All All

Application Tildearrow Furnace 0.4.7 All All All
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Application Tildearrow Furnace 0.4.7 All All All

Application Tildearrow Furnace 0.5 All All All

Application Tildearrow Furnace 0.5.1 All All All

Application Tildearrow Furnace 0.5.2 All All All

Application Tildearrow Furnace 0.5.3 All All All

Application Tildearrow Furnace 0.5.4 All All All

Application Tildearrow Furnace 0.5.5 All All All

Application Tildearrow Furnace 0.5.6 All All All

Application Tildearrow Furnace 0.5.7 - All All

Application Tildearrow Furnace 0.5.7 pre4 All All

Application Tildearrow Furnace 0.5.8 All All All

Application Tildearrow Furnace 0.6 pre0 All All

Application Tildearrow Furnace dev10 All All All

Application Tildearrow Furnace dev5 All All All

Application Tildearrow Furnace dev6 All All All

Application Tildearrow Furnace dev62 All All All

Application Tildearrow Furnace dev63 All All All

Application Tildearrow Furnace dev64 All All All

Application Tildearrow Furnace dev65 All All All

Application Tildearrow Furnace dev66 All All All

Application Tildearrow Furnace dev67 All All All

Application Tildearrow Furnace dev68 All All All

Application Tildearrow Furnace dev69 All All All

Application Tildearrow Furnace dev7 All All All

Application Tildearrow Furnace dev70 All All All

Application Tildearrow Furnace dev71 All All All

Application Tildearrow Furnace dev72 All All All

Application Tildearrow Furnace dev73 All All All

Application Tildearrow Furnace dev75 All All All

Application Tildearrow Furnace dev76 All All All

Application Tildearrow Furnace dev77 All All All

Application Tildearrow Furnace dev78 All All All

Application Tildearrow Furnace dev79 All All All

Application Tildearrow Furnace dev8 All All All

Application Tildearrow Furnace dev80 All All All

Application Tildearrow Furnace dev9 All All All
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References

Reference Source

[BUG] When converting FUR to VGM with furnace console mode, there were many crashes · Issue #325 · tildearrow/furnace · GitHub MISC

fix possible pattern crash · tildearrow/furnace@0eb0242 · GitHub MISC

Login required MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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