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Summary

CVE CVE-2022-1318

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-20 16:15:00 UTC

Updated 2023-07-24 13:35:00 UTC

Description Hills ComNav version 3002-19 suffers from a weak communication channel. Traffic across the local network for the configuration pages can be viewed by a malicious actor. The size of certain communications packets are predictable. This would allow an attacker to learn the state of the system if they can observe the traffic. This would be possible even if the traffic were encrypted, e.g., using WPA2, as the packet sizes would remain observable. The communication encryption scheme is theoretically sound, but is not strong enough for the level of protection required.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Carrier Hills Comnav - All All All

Operating System Carrier Hills Comnav Firmware All All All All

References

Reference Source Link Tags

www.corporate.carrier.com/Images/CARR-PSA-Hills-ComNav-002-1121_tcm558-149392.pdf CONFIRM www.corporate.carrier.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Dr Paul Gardner-Stephen, Flinders University and DEWC Systems, Australia

LEGACY: Jacob Thompson, Flinders University, Australia

LEGACY: Dr Samuel Chenoweth, Defence Science and Technology Group, Australia

There are currently no legacy QID mappings associated with this CVE.
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