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A flaw was found in Undertow. For an AJP 400 response, EAP 7 is improperly sending two response packets, and those pe
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Risk And Classification

Problem Types: CWE-252

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Netapp Active Ig Unified Manager - All All All
Netapp Active Ig Unified Manager - All All All
Netapp Active Ig Unified Manager - All All All
Netapp Cloud Secure Agent - All All All
Netapp Oncommand Insight - All All All
Netapp Oncommand Workflow Automation - All All All
Redhat Openshift Application Runtimes - All All All
Redhat Single Sign-on 7.0 All All All
Redhat Undertow All All All All
Redhat Undertow 2217 - All All
Redhat Undertow 2.2.17 sp1 All All
Redhat Undertow 2.217 sp2 All All
Redhat Undertow 2219 - All All
Redhat Undertow 2.2.19 spl All All
Redhat Undertow 2.3.0 alpha1 All All
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Reference Source
Merge pull request #1331 from fl4via/lUNDERTOW-2060 - undertow-io/undertow@7c5b3ab - GitHub MISC

[UNDERTOW-2060] CVE-2022-1319 Double AJP response for 400 from EAP 7 results in CPING failures - Red Hat Issue Tracker MISC

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
August 2022 Undertow Vulnerabilities in NetApp Products | NetApp Product Security CONFIRI
2073890 — (CVE-2022-1319) CVE-2022-1319 undertow: Double AJP response for 400 from EAP 7 results in CPING failures MISC
[UNDERTOW-2060] fix double AJP response - undertow-io/undertow@1443a1a - GitHub MISC
CVE Program record CVE.OR(
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

240458 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 7 (RHSA-2022:4918)

240459 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 8 (RHSA-2022:4919)
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