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assauvuacurrnumsucvan — Gertain versions of Cimg from Cimg contain the following vulnerability:

A flaw was found in Clmg, where with the help of a maliciously crafted
pandore or bmp file with modified dx and dy header field values it is
possible to trick the application into allocating huge buffer sizes like 64
Gigabyte upon reading the file from disk or from a virtual buffer.

CVE-2022-1325 has been assigned by && secalert@redhat.com to track the vulnerability - currently rated as severity.
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE

Scope Confidentiality Integrity Availability

Impact Impact Impact

[NonE. [NonE. o) |
Description Tags Link

2074549 — (CVE-2022-1325) (%) MISC bugzilla.redhat.com/show_bug.cgi?id=2074549
CVE-2022-1325 Clmg: Denial

of service via RAM exhaustion

in _load_bmp

Denial of service via RAM [ github.com | ) MISC github.com/GreyclLab/Clmg/issues/343
exhaustion in _load_bmp -

Issue #343 - GreycLab/Clmg -

GitHub

Clmg<>::load_bmp() and github.com ) MISC

Clmg<>::load_pandore(): [ text/html | github.com/GreycLab/Clmg/commit/619cb58dd90b4e03ac68286¢70ed98acbefd1c90
Check that dimensions ... -

GreycLab/Clmg@619cb58 -

GitHub

™ MIKC aithith cam/Gravel ah/Clma/ninll/R4K

|
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https://cve.report/
https://cve.report/CVE-2022-1325/mitre
https://cve.report/CVE-2022-1325/nist
https://cve.report/CVE-2022-1325/cve_org
https://cve.report/CVE-2022-1325.pdf
http://cve.report/software/cimg/cimg
http://cve.report/vendor/cimg
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=2074549
https://github.com/GreycLab/CImg/issues/343
https://github.com/GreycLab/CImg/commit/619cb58dd90b4e03ac68286c70ed98acbefd1c90
https://github.com/GreycLab/CImg/pull/348
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RAM exhaustions in safe_size
by 7unn3l - Pull Request #348 -
GreyclLab/Clmg - GitHub

unchecked size in _load_bmp  [[IGTEER K3 MISC huntr.dev/bounties/abe4fc45-8f14-4dd1-811b-740fc50c95d2/
leads to RAM exhaustion in
version 3.10 vulnerability found

in cimg

Red Hat Customer Portal - & MISC access.redhat.com/security/cve/CVE-2022-1325
Access to 24x7 support and

knowledge

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

182019 Debian Security Update for cimg (CVE-2022-1325)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Cimg Cimg All All All All

cpe:2.3:a:cimg:cimg:

No vendor comments have been submitted for this CVE
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