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Summary

CVE CVE-2022-1373

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-17 21:15:00 UTC

Updated 2023-06-27 15:49:00 UTC

Description The “restore configuration” feature of Softing Secure Integration Server V1.22 is vulnerable to a directory traversal vulnerability when processing zip files. An attacker can craft a zip file to load an arbitrary dll and execute code. Using the "restore configuration" feature to upload a zip file containing a path traversal file may cause a file to be created and executed upon touching the disk.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Softing Edgeaggregator 3.1 All All All

Application Softing Edgeconnector 3.1 All All All

Application Softing Opc 5.2 All All All

Application Softing Opc Ua C Software Development Kit 6 All All All

Application Softing Secure Integration Server 1.22 All All All

Application Softing Uagates 1.74 All All All

References

Reference Source Link

Softing Secure Integration Server | CISA CONFIRM www.cisa.gov

SYT-2022-5: Remote code execution vulnerability in configuration restore functionality of Secure Integration Server CONFIRM industrial.softing.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Pedro Ribeiro and Radek Domanski, working with Trend Micro Zero Day Initiative,
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reported these vulnerabilities to Softing and CISA.

Legacy QID Mappings
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