
CVE-2022-1441
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-1441

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-25 17:15:00 UTC

Updated 2023-06-27 20:43:00 UTC

Description MP4Box is a component of GPAC-2.0.0, which is a widely-used third-party package on RPM Fusion. When MP4Box tries to parse a MP4 file, it calls the function `diST_box_read()` to read from video. In this function, it allocates a buffer `str` with fixed length. However, content read from `bs` is controllable by user, so is the length, which causes a buffer overflow.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Gpac Gpac 2.0.0 All All All

References

Reference Source

fixed #2175 · gpac/gpac@3dbe11b · GitHub MISC

Debian -- Security Information -- DSA-5411-1 gpac DEBIAN

GPAC-2.0.0 MP4Box: stack overflow with unlimited length and controllable content in diST_box_read · Issue #2175 · gpac/gpac · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181803 Debian Security Update for gpac (DSA 5411-1)
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