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CVE CVE-2022-1471
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Published 2022-12-01 11:15:00 UTC
Updated 2023-11-19 15:15:00 UTC
Description SnakeYaml's Constructor() class does not restrict types which can be instantiated during deserialization. Deserializing yam!
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Type Vendor Product Version Update Edition Language
Application Snakeyaml Project Snakeyaml All All All All
Application Snakeyaml Project Snakeyaml 1.30 All All All

References

/

Reference Source
[Kubernetes Java Client] Kubernetes Java client impacted by CVE-2022-1471 MISC
CVE-2022-1471 SnakeYAML Vulnerability in NetApp Products | NetApp Product Security MISC
snakeyaml / snakeyaml / issues / #561 - CVE-2022-1471 (vulnerability in deserialization) — Bitbucket MISC

www.openwall.com/lists/oss-security/2023/11/19/1
PyTorch Model Server Registration / Deserialization Remote Code Execution ~ Packet Storm MISC
www.github.com/mbechler/marshalsec/blob/master/marshalsec.pdf MISC

SnakeYaml: Constructor Deserialization Remote Code Execution - Advisory - google/security-research - GitHub ~ MISC

GitHub - mbechler/marshalsec MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Link
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security.netapy
bitbucket.org
www.openwall
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github.com
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https://cve.report/
https://cve.report/CVE-2022-1471/mitre
https://cve.report/CVE-2022-1471/nist
https://cve.report/CVE-2022-1471/cve_org
https://cve.report/CVE-2022-1471.pdf
http://cve.report/vendor/snakeyaml_project
http://cve.report/software/snakeyaml_project/snakeyaml
http://cve.report/vendor/snakeyaml_project
http://cve.report/software/snakeyaml_project/snakeyaml
https://groups.google.com/g/kubernetes-security-announce/c/mwrakFaEdnc
https://security.netapp.com/advisory/ntap-20230818-0015/
https://bitbucket.org/snakeyaml/snakeyaml/issues/561/cve-2022-1471-vulnerability-in#comment-64581479
http://www.openwall.com/lists/oss-security/2023/11/19/1
http://packetstormsecurity.com/files/175095/PyTorch-Model-Server-Registration-Deserialization-Remote-Code-Execution.html
https://www.github.com/mbechler/marshalsec/blob/master/marshalsec.pdf?raw=true
https://github.com/google/security-research/security/advisories/GHSA-mjmj-j48q-9wg2
https://github.com/mbechler/marshalsec
https://www.cve.org/CVERecord?id=CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-1471

Legacy QID Mappings

160363 Oracle Enterprise Linux Security Update for prometheus-jmx-exporter (ELSA-2022-9058-1)

20342 Oracle Database 21c Critical Patch Update - April 2023

20396 IBM DB2 Multiple Vulnerabilities (7095807)

241019 Red Hat Update for prometheus-jmx-exporter (RHSA-2022:9058)

241186 Red Hat OpenShift Container Platform 4.10 Security Update (RHSA-2023:0697)

241214 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2023:0777)

241301 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:1512)

241302 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 8 (RHSA-2023:1513)

241303 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 9 (RHSA-2023:1514)

241405 Red Hat Update for Satellite 6.13 (RHSA-2023:2097)

379104 Atlassian Data Center and Server Remote Code Execution (RCE) Vulnerabilities (JSWSERVER-24756)
379105 Atlassian Bitbucket Data Center Remote Code Execution (RCE) Vulnerability (BSERV-14528)

379149 Atlassian Jira Service Management Server and Data Center Remote Code Execution (RCE) Vulnerability (JSDSERVER-14906)
379452 IBM Cognos Analytics Multiple Vulnerabilities (7123154)

520012 Atlassian Bitbucket Data Center and Server Remote Code Execution (CVE-2022-1471)

731000 Atlassian Confluence Data Center and Server Remote Code Execution (RCE) Vulnerability (CONFSERVER-91463)
731002 Atlassian Bitbucket Server Remote Code Execution (RCE) Vulnerability (BSERV-14528)

731035 Atlassian Data Center and Server Remote Code Execution (RCE) Vulnerabilities (JSWSERVER-24756)
770175 Red Hat OpenShift Container Platform 4.10 Security Update (RHSA-2023:0697)

770178 Red Hat OpenShift Container Platform 4.9. Security Update (RHSA-2023:0777)

940858 AlmaLinux Security Update for prometheus-jmx-exporter (ALSA-2022:9058)

960565 Rocky Linux Security Update for prometheus-jmx-exporter (RLSA-2022:9058)

960924 Rocky Linux Security Update for Satellite (RLSA-2023:2097)

996013 Python (Pip) Security Update for apache-submarine (GHSA-8hcr-5x2g-9f7j)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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