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Summary

CVE CVE-2022-1475

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-02 19:15:00 UTC

Updated 2023-12-23 12:15:00 UTC

Description An integer overflow vulnerability was found in FFmpeg versions before 4.4.2 and before 5.0.1 in g729_parse() in llibavcodec/g729_parser.c when processing a specially crafted file.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg All All All All

Application Ffmpeg Ffmpeg 5.0 All All All

Application Ffmpeg Ffmpeg All All All All

References

Reference Source Link

#9651 (Assertion next >= 0 || pc->buffer failed at libavcodec/parser.c:240) – FFmpeg MISC trac.ffmpeg.org

2076764 – (CVE-2022-1475) CVE-2022-1475 ffmpeg: integer overflow in g729_parse() in llibavcodec/g729_parser.c MISC bugzilla.redhat.com

FFmpeg: Multiple Vulnerabilities (GLSA 202312-14) — Gentoo security security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184491 Debian Security Update for ffmpeg (CVE-2022-1475)

198828 Ubuntu Security Notification for FFmpeg Vulnerabilities (USN-5472-1)
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198828 Ubuntu Security Notification for FFmpeg Vulnerabilities (USN-5472-1)
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