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Summary

CVE CVE-2022-1514

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-28 16:15:00 UTC

Updated 2022-05-06 18:16:00 UTC

Description Stored XSS via upload plugin functionality in zip format in GitHub repository neorazorx/facturascripts prior to 2022.06. Cross-site scripting attacks can have devastating consequences. Code injected into a vulnerable application can exfiltrate data or install malware on the user's machine. Attackers can masquerade as authorized users via session cookies, allowing them to perform any action allowed by the user account.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Facturascripts Facturascripts All All All All

References

Reference Source Link

Stored XSS via upload plugin functionality in zip format vulnerability found in facturascripts CONFIRM huntr.dev

Sanitized the data read from the ini file to avoid security problems. · NeoRazorX/facturascripts@aa9f28c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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