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Summary

CVE CVE-2022-1518

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-24 15:15:00 UTC

Updated 2022-07-01 17:16:00 UTC

Description LRM contains a directory traversal vulnerability that can allow a malicious actor to upload outside the intended directory structure.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Illumina Iseq 100 - All All All

Application Illumina Local Run Manager All All All All

Hardware Illumina Miniseq - All All All

Hardware Illumina Miseq - All All All

Hardware Illumina Miseq Dx - All All All

Hardware Illumina Nextseq 500 - All All All

Hardware Illumina Nextseq 550 - All All All

Hardware Illumina Nextseq 550dx - All All All

References

Reference Source Link Tags

Illumina Local Run Manager | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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