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Summary

CVE CVE-2022-1544

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-01 12:15:00 UTC

Updated 2022-05-12 02:31:00 UTC

Description Formula Injection/CSV Injection due to Improper Neutralization of Formula Elements in CSV File in GitHub repository luyadev/yii-helpers prior to 1.2.1. Successful exploitation can lead to impacts such as client-sided command injection, code execution, or remote ex-filtration of contained confidential data.

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Luya Yii-helpers All All All All

References

Reference Source Link Tags

Merge pull request #7 from luyadev/csv-sanitizer · luyadev/yii-helpers@9956ed6 · GitHub MISC github.com

huntr – Security Bounties for any GitHub repository CONFIRM huntr.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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