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CVE CVE-2022-1622
State PUBLIC
Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-11 15:15:00 UTC
Updated 2023-11-07 03:42:00 UTC
Description LibTIFF master branch has an out-of-bounds read in LZWDecode in libtiff/tif_Izw.c:619, allowing attackers to cause a denia
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All

Operating System Apple Macos All All All All

Operating System Apple Tvos All All All All

Operating System Apple Watchos All All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All
Application Libtiff Libtiff 4.3.0 All All All
Application Netapp Ontap Select Deploy Administration Utility - All All All
Reference Source Link
Full Disclosure: APPLE-SA-2022-10-24-2 macOS Ventura 13 seclist
About the security content of macOS Big Sur 11.7 - Apple Support CONFIRM  suppo
Full Disclosure: APPLE-SA-2022-10-27-3 Additional information for APPLE-SA-2022-09-12-1 iOS 16 seclist
About the security content of macOS Monterey 12.6 - Apple Support CONFIRM  suppo
Full Disclosure: APPLE-SA-2022-10-27-5 Additional information for APPLE-SA-2022-10-24-2 macOS Ventura 13 FULLDISC seclist
2022/CVE-2022-1622.json - master - GitLab.org / cves - GitLab CONFIRM  gitlab.
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About the security content of macOS Ventura 13 - Apple Support

About the security content of watchOS 9 - Apple Support

tiffcp: SEGV in LZWDecode, tif_|zw.c:619 and tif_|zw.c:624 (#410) - Issues - libtiff / libtiff - GitLab
About the security content of iOS 16 - Apple Support

About the security content of tvOS 16 - Apple Support

[SECURITY] Fedora 36 Update: libtiff-4.4.0-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: libtiff-4.4.0-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: libtiff-4.4.0-1.fc35 - package-announce - Fedora Mailing-Lists
tif_lzw.c: fix potential out-of-bounds error when trying to read in the same... (b4e79bfa) - Commits - libtiff / libtiff - GitLab
May 2022 LibTIFF Vulnerabilities in NetApp Products | NetApp Product Security

[SECURITY] Fedora 35 Update: libtiff-4.4.0-1.fc35 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

4] |

CONFIRM

CONFIRM

MISC

CONFIRM

CONFIRM

FEDORA

MISC

CONFIRM

FEDORA

CVE.ORG

NVD

suppo
suppo
gitlab.
suppo
suppo
lists.fe
lists.fe
lists.fe
gitlab.
securi
lists.fe
WWW.C

nvd.ni

-

Vendor Comments And Credit

Discovery Credit

LEGACY: wangdw.augustus@gmail.com

Legacy QID Mappings

181520 Debian Security Update for tiff (DSA 5333-1)

182323 Debian Security Update for tiff (CVE-2022-1622)

282854 Fedora Security Update for libtiff (FEDORA-2022-ea3ebeff3d)

282867 Fedora Security Update for libtiff (FEDORA-2022-e9fe21d102)

354326 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-194

354416 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-094

354431 Amazon Linux Security Advisory for libtiff : ALAS2022-2022-183

354588 Amazon Linux Security Advisory for libtiff : ALAS-2022-194

355159 Amazon Linux Security Advisory for libtiff : ALAS2023-2023-050

610446 Apple iOS 16 Security Update Missing

710659 Gentoo Linux LibTIFF Multiple Vulnerabilities (GLSA 202210-10)

901764 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (9733)

902339 Common Base Linux Mariner (CBL-Mariner) Security Update for libtiff (9733-1)



https://support.apple.com/kb/HT213488
https://support.apple.com/kb/HT213486
https://gitlab.com/libtiff/libtiff/-/issues/410
https://support.apple.com/kb/HT213446
https://support.apple.com/kb/HT213487
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UXAFOP6QQRNZD3HPZ6BMCEZZOM4YIZMK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UXAFOP6QQRNZD3HPZ6BMCEZZOM4YIZMK/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/C7IWZTB4J2N4F5OR5QY4VHDSKWKZSWN3/
https://gitlab.com/libtiff/libtiff/-/commit/b4e79bfa0c7d2d08f6f1e7ec38143fc8cb11394a
https://security.netapp.com/advisory/ntap-20220616-0005/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/C7IWZTB4J2N4F5OR5QY4VHDSKWKZSWN3/
https://www.cve.org/CVERecord?id=CVE-2022-1622
https://nvd.nist.gov/vuln/detail/CVE-2022-1622
http://cve.report/qid/181520
http://cve.report/qid/182323
http://cve.report/qid/282854
http://cve.report/qid/282867
http://cve.report/qid/354326
http://cve.report/qid/354416
http://cve.report/qid/354431
http://cve.report/qid/354588
http://cve.report/qid/355159
http://cve.report/qid/610446
http://cve.report/qid/710659
http://cve.report/qid/901764
http://cve.report/qid/902339
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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