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Summary

CVE CVE-2022-1651

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-26 17:15:00 UTC

Updated 2023-08-04 17:52:00 UTC

Description A memory leak flaw was found in the Linux kernel in acrn_dev_ioctl in the drivers/virt/acrn/hsm.c function in how the ACRN Device Model emulates virtual NICs in VM. This flaw allows a local privileged attacker to leak unauthorized kernel information, causing a denial of service.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

August 2022 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183993 Debian Security Update for linux (CVE-2022-1651)

198822 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5469-1)

752370 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2520-1)
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753148 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2615-1)

902599 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10404)

902604 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10399)

904016 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10404-1)

904133 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10399-1)

905847 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10404-2)

906395 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10399-2)
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https://cve.report/
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