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Summary

CVE CVE-2022-1798

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 16:15:00 UTC

Updated 2022-09-19 18:52:00 UTC

Description A path traversal vulnerability in KubeVirt versions up to 0.56 (and 0.55.1) on all platforms allows a user able to configure the kubevirt to read arbitrary files on the host filesystem which are publicly readable or which are readable for UID 107 or GID 107. /proc/self/<> is not accessible.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubevirt Kubevirt All All All All

References

Reference Source Link Tags

Arbitrary file read on host · Advisory · kubevirt/kubevirt · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Oliver Brooks and James Klopchic of NCC Group

LEGACY: Diane Dubois and Roman Mohr of Google

Legacy QID Mappings

753186 SUSE Enterprise Linux Security Update for kubevirt (SUSE-SU-2022:3333-1)

753213 SUSE Enterprise Linux Security Update for kubevirt (SUSE-SU-2022:3321-1)

904026 Common Base Linux Mariner (CBL-Mariner) Security Update for kubevirt (10974)

https://cve.report/
https://cve.report/CVE-2022-1798/mitre
https://cve.report/CVE-2022-1798/nist
https://cve.report/CVE-2022-1798/cve_org
https://cve.report/CVE-2022-1798.pdf
http://cve.report/vendor/kubevirt
http://cve.report/software/kubevirt/kubevirt
https://github.com/kubevirt/kubevirt/security/advisories/GHSA-qv98-3369-g364
https://www.cve.org/CVERecord?id=CVE-2022-1798
https://nvd.nist.gov/vuln/detail/CVE-2022-1798
http://cve.report/qid/753186
http://cve.report/qid/753213
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904026 Common Base Linux Mariner (CBL-Mariner) Security Update for kubevirt (10974)

904164 Common Base Linux Mariner (CBL-Mariner) Security Update for kubevirt (10974-1)
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