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Summary

CVE CVE-2022-1891

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-26 21:15:00 UTC

Updated 2023-02-03 18:03:00 UTC

Description A buffer overflow in the SystemLoadDefaultDxe driver in some Lenovo Notebook products may allow an attacker with local privileges to execute arbitrary code.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Thinkbook 14-iil - All All All

Operating System Lenovo Thinkbook 14-iil Firmware All All All All

Hardware Lenovo Thinkbook 14-iml - All All All

Operating System Lenovo Thinkbook 14-iml Firmware All All All All

Hardware Lenovo Thinkbook 15-iil - All All All

Operating System Lenovo Thinkbook 15-iil Firmware All All All All

Hardware Lenovo Thinkbook 15-iml - All All All

Operating System Lenovo Thinkbook 15-iml Firmware All All All All

Hardware Lenovo Yoga C640-13iml - All All All

Operating System Lenovo Yoga C640-13iml Firmware All All All All

Hardware Lenovo Yoga C640-13iml Lte - All All All

Operating System Lenovo Yoga C640-13iml Lte Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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