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CVE CVE-2022-1949
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 14:15:00 UTC
Updated 2023-08-08 14:22:00 UTC
Description An access control bypass vulnerability found in 389-ds-base. That mishandling of the filter that would yield incorrect results,

/ |

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Port389 389-ds-base All All All All

Application Redhat Directory Server 11.0 All All All

Application Redhat Directory Server 12.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Reference Source Lil
2091781 — (CVE-2022-1949) CVE-2022-1949 389-ds-base: access control bypass by query (filter in LDAP terms) optimiser MISC bu
CVE Program record CVE.ORG w\
NVD vulnerability detail NVD nv
a S

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

183026 Debian Security Update for 389-ds-base (CVE-2022-1949)

672036 EulerOS Security Update for 389-ds-base (EulerOS-SA-2022-2264)

672203 EulerOS Security Update for 389-ds-base (EulerOS-SA-2022-2453)

672249 EulerOS Security Update for 389-ds-base (EulerOS-SA-2022-2601)

752244 SUSE Enterprise Linux Security Update for 389-ds (SUSE-SU-2022:2109-1)
752245 SUSE Enterprise Linux Security Update for 389-ds (SUSE-SU-2022:2105-1)
752257 SUSE Enterprise Linux Security Update for 389-ds (SUSE-SU-2022:2163-1)
753164 SUSE Enterprise Linux Security Update for 389-ds (SUSE-SU-2022:2295-1)

753336 SUSE Enterprise Linux Security Update for 389-ds (SUSE-SU-2022:2081-1)
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