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Summary

CVE CVE-2022-1973

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-05 17:15:00 UTC

Updated 2023-08-04 17:51:00 UTC

Description A use-after-free flaw was found in the Linux kernel in log_replay in fs/ntfs3/fslog.c in the NTFS journal. This flaw allows a local attacker to crash the system and leads to a kernel information leak problem.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Linux Linux Kernel All All All All

Hardware Netapp H300s - All All All

Operating System Netapp H300s Firmware - All All All

Hardware Netapp H410c - All All All

Operating System Netapp H410c Firmware - All All All

Hardware Netapp H410s - All All All

Operating System Netapp H410s Firmware - All All All

Hardware Netapp H500s - All All All

Operating System Netapp H500s Firmware - All All All

Hardware Netapp H700s - All All All

Operating System Netapp H700s Firmware - All All All

Hardware Netapph700s - All All All All
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2092542 – (CVE-2022-1973) CVE-2022-1973 kernel: a double-free in ntfs3 log_replay may lead to a crash MISC bugzilla.redhat.com

Linux Kernel 5.18 Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183350 Debian Security Update for linux (CVE-2022-1973)

198868 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5529-1)

198921 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5594-1)

198927 Ubuntu Security Notification for Linux kernel (Oracle) Vulnerabilities (USN-5599-1)

198929 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-5602-1)

198942 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-5616-1)

198950 Ubuntu Security Notification for Linux kernel (HWE) Vulnerabilities (USN-5623-1)

282819 Fedora Security Update for kernel (FEDORA-2022-548484eeb9)

282820 Fedora Security Update for kernel (FEDORA-2022-b8b1e358e1)

354018 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-003

354022 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-002

354024 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-004

354270 Amazon Linux Security Advisory for kernel : ALAS2022-2022-114

354468 Amazon Linux Security Advisory for kernel : ALAS2022-2022-185

354542 Amazon Linux Security Advisory for kernel : ALAS-2022-185

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

6140308 AWS Bottlerocket Security Update for kernel (GHSA-f57h-4474-j2hh)

902713 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10523)

902730 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10541)

904145 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10541-1)

904207 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10523-1)

906006 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10523-2)
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