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AutomationDirect DirectLOGIC is vulnerable to a a specially crafted packet can be sent continuously to the PLC to prevent

Risk And Classification
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Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
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Hardware

Operating System

Vendor Product Version Update Edition Language
Automationdirect D0-06aa - All All All
Automationdirect D0-06aa Firmware All All All All
Automationdirect DO-06ar - All All All
Automationdirect DO-06ar Firmware All All All All
Automationdirect D0-06da - All All All
Automationdirect D0-06da Firmware All All All All
Automationdirect DO0-06dd1 - All All All
Automationdirect D0-06dd1-d - All All All
Automationdirect D0-06dd1-d Firmware All All All All
Automationdirect D0-06dd1 Firmware All All All All
Automationdirect D0-06dd2 - All All All
Automationdirect D0-06dd2-d - All All All
Automationdirect D0-06dd2-d Firmware All All All All
Automationdirect D0-06dd2 Firmware All All All All
Automationdirect DO-06dr - All All All
Automationdirect D0-06dr-d - All All All
Automationdirect D0-06dr-d Firmware All All All All
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Operating System Automationdirect DO0-06dr Firmware All All All All

References

Reference Source Link Tags
AutomationDirect DirectLOGIC with Ethernet | CISA CONFIRM WWW.Cisa.gov

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Sam Hanson of Dragos reported this vulnerability to CISA.

Legacy QID Mappings

591278 AutomationDirect DirectLOGIC with Ethernet Communication Modules Denial of Service (DoS) Multiple Vulnerabilities (ICSA-
22-167-03)
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