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Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)
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Operating System
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Operating System
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Operating System
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C-more Ea9-pgmsw

C-more Ea9-pgmsw Firmware
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C-more Ea9-rhmi Firmware
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AutomationDirect DirectLOGIC has a DLL vulnerability in the install directory that may allow an attacker to execute code du
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Operating System Automationdirect C-more Ea9-t6cl Firmware All All All All
Hardware Automationdirect C-more Ea9-t7cl - All All All
Hardware Automationdirect C-more Ea9-t7cl-r - All All All
Operating System Automationdirect C-more Ea9-t7cl-r Firmware All All All All
Operating System Automationdirect C-more Ea9-t7cl Firmware All All All All
Hardware Automationdirect C-more Ea9-t8cl - All All All
Operating System Automationdirect C-more Ea9-t8cl Firmware All All All All

References

Reference Source Link Tags
AutomationDirect C-More EA9 HMI | CISA CONFIRM www.cisa.gov

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Sam Hanson of Dragos reported this vulnerability to CISA.

Legacy QID Mappings

590987 AutomationDirect C-More EA9 HMI Multiple Vulnerabilities (ICSA-22-167-01)
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