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State PUBLIC
Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-07 21:15:00 UTC
Updated 2023-07-24 13:16:00 UTC
Description In Eclipse Jetty HTTP/2 server implementation, when encountering an invalid HTTP/2 request, the error handling has a bug
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian  Debian Linux 10.0 All All All
Operating System  Debian  Debian Linux 11.0 All All All
Application Eclipse  Jetty All All All All
Application Jenkins  Jenkins All All All All
Application Jenkins  Jenkins All All All All
Application Netapp  Element Plug-in For Vcenter Server - All All All
Hardware Netapp Hci Compute Node - All All All
Application Netapp Management Services For Element Software And Netapp Hci - All All All
Application Netapp  Snapcenter - All All All
Application Netapp  Solidfire Hci Storage Node - All All All
Reference Source Link Tags
oss-security - Vulnerability in Jenkins MLIST www.openwall.com

August 2022 Eclipse Jetty Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

Invalid HTTP/2 requests can lead to denial of service - Advisory - eclipse/jetty.project - GitHub ~ CONFIRM  github.com

Debian -- Security Information -- DSA-5198-1 jetty9 DEBIAN www.debian.org
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[SECURITY] [DLA 3079-1] jetty9 security update MLIST lists.debian.org
CVE Program record CVE.ORG www.cve.org canonica

NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180910 Debian Security Update for jetty9 (DSA 5198-1)

180954 Debian Security Update for jetty9 (DLA 3079-1)

184690 Debian Security Update for jetty9 (CVE-2022-2048)

20270 Oracle Database 21c Critical Patch Update - October 2022

241063 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2023:0017)
241214 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2023:0777)
502873 Alpine Linux Security Update for jenkins

730615 Jenkins Denial of Service (DoS) Vulnerability (Jenkins Security Advisory 2022-09-09)
730617 Eclipse Jetty Denial of Service (DoS) Vulnerability

770171 Red Hat OpenShift Container Platform 4.8. Security Update (RHSA-2023:0017)

770178 Red Hat OpenShift Container Platform 4.9. Security Update (RHSA-2023:0777)
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