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CVE CVE-2022-20612
State PUBLIC
Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-12 20:15:00 UTC
Updated 2023-11-22 21:32:00 UTC
Description A cross-site request forgery (CSRF) vulnerability in Jenkins 2.329 and earlier, LTS 2.319.1 and earlier allows attackers to tr

/ |

1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application  Jenkins  Jenkins All All All All

Application  Jenkins  Jenkins All All All All

Application ~ Oracle Communications Cloud Native Core Automated Test Suite 1.9.0 All All All
References |

Reference Source Link Tags

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

oss-security - Multiple vulnerabilities in Jenkins and Jenkins plugins MLIST www.openwall.com

Jenkins Security Advisory 2022-01-12 CONFIRM  www.jenkins.io

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

240076 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2022:0339)

240087 Red Hat OpenShift Container Platform 4.7 Security Update (RHSA-2022:0491)
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240089 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2022:0483)

240110 Red Hat OpenShift Container Platform 4 Security Update (RHSA-2022:0555)

240112 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2022:0565)

501022 Alpine Linux Security Update for jenkins

502310 Alpine Linux Security Update for jenkins

690769 Free Berkeley Software Distribution (FreeBSD) Security Update for jenkins (672eeea9-a070-4f88-b0f1-007e90a2cbc3)

730357 Jenkins Core Cross-Site Request Forgery (CSRF) Vulnerability (Jenkins Security Advisory 2022-01-12)

770133 Red Hat OpenShift Container Platform 4.9 Security Update (RHSA-2022:0339)

770134 Red Hat OpenShift Container Platform 4.7 Security Update (RHSA-2022:0491)

770135 Red Hat OpenShift Container Platform 4.8 Security Update (RHSA-2022:0483)

770137 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2022:0565)
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