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A vulnerability in the NX-API feature of Cisco NX-OS Software could allow an authenticated, remote attacker to execute ark
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco N9k-c9316d-gx - All All All
Cisco N9k-c9332d-gx2b - All All All
Cisco N9k-c9348d-gx2a - All All All
Cisco N9k-c93600cd-gx - All All All
Cisco N9k-c9364d-gx2a - All All All
Cisco Nexus 3048 - All All All
Cisco Nexus 31108pc-v - All All All
Cisco Nexus 31108tc-v - All All All
Cisco Nexus 31128pq - All All All
Cisco Nexus 3132¢c-z - All All All
Cisco Nexus 3132g-v - All All All
Cisco Nexus 313209-x - All All All
Cisco Nexus 3132g-x! - All All All
Cisco Nexus 3164q - All All All
Cisco Nexus 3172pq - All All All
Cisco Nexus 3172pg-x| - All All All

Cisco Nexus 3172tg-xl - All All All


https://cve.report/
https://cve.report/CVE-2022-20650/mitre
https://cve.report/CVE-2022-20650/nist
https://cve.report/CVE-2022-20650/cve_org
https://cve.report/CVE-2022-20650.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/n9k-c9316d-gx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/n9k-c9332d-gx2b
http://cve.report/vendor/cisco
http://cve.report/software/cisco/n9k-c9348d-gx2a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/n9k-c93600cd-gx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/n9k-c9364d-gx2a
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3048
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108pc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108tc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31128pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132c-z
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3164q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172pq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172tq-xl

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Nexus 3232¢
Nexus 3264c-e
Nexus 3264q
Nexus 3408-s
Nexus 34180yc
Nexus 3432d-s
Nexus 3464c
Nexus 3524-x
Nexus 3524-xI
Nexus 3548-x
Nexus 3548-xI
Nexus 36180yc-r
Nexus 3636¢-r
Nexus 5548p
Nexus 5548up
Nexus 5596t
Nexus 5596up
Nexus 56128p
Nexus 5672up
Nexus 5672up-16g
Nexus 6000
Nexus 6001
Nexus 6004
Nexus 92160yc-x
Nexus 92300yc
Nexus 92304qc
Nexus 92348gc-x
Nexus 9236¢
Nexus 9272q
Nexus 93108tc-ex
Nexus 93108tc-fx
Nexus 93108tc-fx3p
Nexus 93120tx
Nexus 93180yc-ex

Nexus 93180yc-fx

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3232c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264c-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3408-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_34180yc
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3432d-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3464c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3548-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3548-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_36180yc-r
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3636c-r
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5548p
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5548up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5596t
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5596up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_56128p
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5672up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5672up-16g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_6000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_6001
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_6004
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_92160yc-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_92300yc
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_92304qc
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_92348gc-x
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9236c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9272q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93108tc-ex
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93108tc-fx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93108tc-fx3p
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93120tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-ex
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_93180yc-fx

Hardware Cisco Nexus 93180yc-fx3 - All All All
Hardware Cisco Nexus 93216tc-fx2 - All All All
Hardware Cisco Nexus 93240yc-fx2 - All All All
Hardware Cisco Nexus 9332c - All All All
Hardware Cisco Nexus 93360yc-fx2 - All All All
Hardware Cisco Nexus 9336¢-fx2 - All All All
Hardware Cisco Nexus 9336¢-fx2-e - All All All
Hardware Cisco Nexus 9348gc-fxp - All All All
Hardware Cisco Nexus 9364c - All All All
Hardware Cisco Nexus 9364c-gx - All All All
Hardware Cisco Nexus 9504 Switch - All All All
Hardware Cisco Nexus 9508 Switch - All All All
Hardware Cisco Nexus 9516 Switch - All All All
Operating System Cisco Nx-0s 10.2\(1.72\) All All All
Operating System Cisco Nx-o0s 7.3\(8))n1\(0.4\) All All All
Reference Source Link Tags
20220223 Cisco NX-OS Software NX-API Command Injection Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317136 Cisco Nexus Operating System (NX-OS) Software NX-APlI Command Injection Vulnerability (cisco-sa-nxos-nxapi-cmdinject-
ULUkNMZ2)
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