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A vulnerability in the Control and Provisioning of Wireless Access Points (CAPWAP) protocol processing of Cisco I0S XE V
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Cisco los Xe 16.11.1 All All All
Cisco los Xe 16.11.1a All All All
Cisco los Xe 16.11.1b All All All
Cisco los Xe 16.11.1c All All All
Cisco los Xe 16.11.1s All All All
Cisco los Xe 16.11.2 All All All
Cisco los Xe 16.12.1 All All All
Cisco los Xe 16.12.1a All All All
Cisco los Xe 16.12.1c All All All
Cisco los Xe 16.12.1s All All All
Cisco los Xe 16.12.1t All All All
Cisco los Xe 16.12.1w All All All
Cisco los Xe 16.12.1x All All All
Cisco los Xe 16.12.1y All All All
Cisco los Xe 16.12.1z All All All
Cisco los Xe 16.12.1z1 All All All
Cisco los Xe 16.12.1z2 All All All
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Operating System Cisco los Xe 17.4.1 All All All
Operating System Cisco los Xe 17.41a All All All
Operating System Cisco los Xe 17.4.1b All All All
Operating System Cisco los Xe 17.4.1¢c All All All
Operating System Cisco los Xe 17.4.2 All All All
Operating System Cisco los Xe 17.4.2a All All All
Operating System Cisco los Xe 17.5.1 All All All
Operating System Cisco los Xe 17.5.1a All All All
Operating System Cisco los Xe 3.15.1xbs All All All
Operating System Cisco los Xe 3.15.2xbs All All All
Reference Source Li

20220413 Cisco I0S XE Wireless Controller Software for the Catalyst 9000 Family CAPWAP Denial of Service Vulnerability = CISCO to
CVE Program record CVE.ORG w

NVD vulnerability detail NVD n\

/

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317147 Cisco Internetwork Operating System (I0S) XE Wireless Controller Software for the Catalyst 9000 Family CAPWAP Denial of
Service (DoS)Vulnerability (cisco-sa-c9800-capwap-mdns-6PSn7gKU)
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