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Summary

CVE CVE-2022-2069

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-20 17:15:00 UTC

Updated 2022-10-21 19:05:00 UTC

Description The APDFL.dll in Siemens JT2Go prior to V13.3.0.5 and Siemens Teamcenter Visualization prior to V14.0.0.2 contains an out of bounds write past the fixed-length heap-based buffer while parsing specially crafted PDF files. This could allow an attacker to execute code in the context of the current process.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Siemens Jt2go All All All All

Application Siemens Teamcenter Visualization All All All All

References

Reference Source Link Tags

Siemens Datalogics File Parsing Vulnerability (Update A) | CISA CONFIRM www.cisa.gov

cert-portal.siemens.com/productcert/pdf/ssa-829738.pdf CONFIRM cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Siemens reported this vulnerability to CISA.

Legacy QID Mappings

591144 Siemens JT2go Datalogics File Parsing Vulnerability (SSA-829738,icsa-22-195-07)
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