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Certain versions of Gds3710 from Grandstream contain the following
vulnerability:

In Grandstream GSD3710 in its 1.0.11.13 version, it's possible to
overflow the stack since it doesn't check the param length before using
the sscanf instruction. Because of that, an attacker could create a
socket and connect with a remote IP:port by opening a shell and
getting full access to the system. The exploit affects daemons dbmng

and logsrv that are running on ports 8000 and 8001 by default.

CVSS3 Score: 9.8 - CRITICAL
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UNCHANGED HIGH HIGH HIGH
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Buffer overflow vulnerabilities in Grandstream
GSD3710 | INCIBE-CERT
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text/html

 CONFIRM www.incibe-cert.es/en/early-warning/security-
advisories/buffer-overflow-vulnerabilities-grandstream-gsd3710

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

CVE-2022-2070 has been assigned by  cve-coordination@incibe.es to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  Grandstream - Grandstream GSD3710 version = 1.0.11.13
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← Previous ID Next ID→

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Grandstream Gds3710 - All All All

Operating
System

Grandstream Gds3710 Firmware 1.0.11.13 All All All
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