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Summary

CVE CVE-2022-20713

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-10 17:15:00 UTC

Updated 2024-01-25 17:15:00 UTC

Description A vulnerability in the VPN web client services component of Cisco Adaptive Security Appliance (ASA) Software and Cisco Firepower Threat Defense (FTD) Software could allow an unauthenticated, remote attacker to conduct browser-based attacks against users of an affected device. This vulnerability is due to improper validation of input that is passed to the VPN web client services component before being returned to the browser that is in use. An attacker could exploit this vulnerability by persuading a user to visit a website that is designed to pass malicious requests to a device that is running Cisco ASA Software or Cisco FTD Software and has web services endpoints supporting VPN features enabled. A successful exploit could allow the attacker to reflect malicious input from the affected device to the browser that is in use and conduct browser-based attacks, including cross-site scripting attacks. The attacker could not directly impact the affected device.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Software All All All All

References

Reference

20220810 Cisco Adaptive Security Appliance Software Clientless SSL VPN Client-Side Request Smuggling Vulnerability

Cisco Adaptive Security Appliance and Firepower Threat Defense Software VPN Web Client Services Client-Side Request Smuggling Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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317216 Cisco Adaptive Security Appliance (ASA) Software Clientless Secure Sockets Layer (SSL) Virtual Private Network (VPN) Client-
Side Request Smuggling Vulnerability (cisco-sa-asa-webvpn-LOeKsNmO)

https://cve.report/
https://cve.report/CVE-2022-20713/mitre
https://cve.report/CVE-2022-20713/nist
https://cve.report/CVE-2022-20713/cve_org
https://cve.report/CVE-2022-20713.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/adaptive_security_appliance_software
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-webvpn-LOeKsNmO
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-webvpn-LOeKsNmO
https://www.cve.org/CVERecord?id=CVE-2022-20713
https://nvd.nist.gov/vuln/detail/CVE-2022-20713
http://cve.report/qid/317216
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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