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A vulnerability in the NETCONF process of Cisco SD-WAN vEdge Routers could allow an authenticated, local attacker to c:
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Application
Application
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco 1100 Integrated Services Router - All All All
Cisco Integrated Services Router 1100 - All All All
Cisco Sd-wan Vedge Router 20.7 All All All
Cisco Sd-wan Vedge Router All All All All
Citrix Sd-wan 1000 - All All All
Citrix Sd-wan 110 - All All All
Citrix Sd-wan 1100 - All All All
Citrix Sd-wan 2000 - All All All
Citrix Sd-wan 210 - All All All
Citrix Sd-wan 2100 - All All All
Citrix Sd-wan 5100 - All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

317154 Cisco SD-WAN vEdge Routers Denial of Service (DoS) Vulnerability (cisco-sa-sdwan-vedge-dos-jerVm4bB)
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