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CVE CVE-2022-20725
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-15 15:15:00 UTC
Updated 2023-11-07 03:42:00 UTC
Description Multiple vulnerabilities in the Cisco IOx application hosting environment on multiple Cisco platforms could allow an attacker

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lang
Hardware Cisco 800m Integrated Services Router - All All All
Hardware Cisco 807 Industrial Integrated Services Router - All All All
Hardware Cisco 812 3¢ Integrated Services Router - All All All
Hardware Cisco 812 Cifi Integrated Services Router - All All All
Hardware Cisco 819 Hardened Dual Radio 802.11n Wifi Integrated Services Router - All All All
Hardware Cisco 819 Hardened Integrated Services Router - All All All
Hardware Cisco 829 Industrial Integrated Services Router - All All All
Hardware Cisco 860vae-w Integrated Services Router - All All All
Hardware Cisco 861w Integrated Services Router - All All All
Hardware Cisco 861 Integrated Services Router - All All All
Hardware Cisco 866vae Integrated Services Router - All All All
Hardware Cisco 867vae Integrated Services Router - All All All
Hardware Cisco 867 Integrated Services Router - All All All
Hardware Cisco 880-voice Integrated Services Router - All All All
Hardware Cisco 880 3g Integrated Services Router - All All All
Hardware Cisco 881-cube Integrated Services Router - All All All
Hardware Cisco 881w Integrated Services Router - All All All
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Operating System Cisco los Xe 17.3.4b All All All
Operating System  Cisco los Xe 17.3.4c All All All
Operating System Cisco los Xe 17.41 All All All
Operating System  Cisco los Xe 17.41a All All All
Operating System  Cisco los Xe 17.4.1b All All All
Operating System  Cisco los Xe 17.4.1¢c All All All
Operating System  Cisco los Xe 17.4.2 All All All
Operating System  Cisco los Xe 17.4.2a All All All
Operating System  Cisco los Xe 17.5.1 All All All
Operating System  Cisco los Xe 17.5.1a All All All
Operating System  Cisco los Xe 17.6.1 All All All
Operating System Cisco los Xe 17.6.1a All All All
Application Cisco Ir510 Operating System All All All All
Hardware Cisco Ir510 Wpan - All All All
q [}
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