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CVE CVE-2022-2078
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-30 13:15:00 UTC
Updated 2022-10-26 17:06:00 UTC
Description A vulnerability was found in the Linux kernel's nft_set_desc_concat_parse() function .This flaw allows an attacker to trigger
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Risk And Classification

Problem Types: CWE-121

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 11.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Application Redhat Virtualization 4.0 All All All

Reference Source Link
2096178 — (CVE-2022-2078) CVE-2022-2078 kernel: Vulnerability of buffer overflow in nft_set_desc_concat_parse() MISC bugzilla.r
Debian -- Security Information -- DSA-5161-1 linux DEBIAN www.deb
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel
CVE Program record CVE.ORG www.cve.
NVD vulnerability detail NVD nvd.nist.g
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-2078/mitre
https://cve.report/CVE-2022-2078/nist
https://cve.report/CVE-2022-2078/cve_org
https://cve.report/CVE-2022-2078.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/virtualization
https://bugzilla.redhat.com/show_bug.cgi?id=2096178
https://www.debian.org/security/2022/dsa-5161
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/nf_tables_api.c?id=fecf31ee395b0295f2d7260aa29946b7605f7c85
https://www.cve.org/CVERecord?id=CVE-2022-2078
https://nvd.nist.gov/vuln/detail/CVE-2022-2078

160110 Oracle Enterprise Linux Security Update for kernel (ELSA-2022-6610)

160210 Oracle Enterprise Linux Security Update for kernel (ELSA-2022-7683)

179384 Debian Security Update for linux (CVE-2022-2078)

198868 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5529-1)

240680 Red Hat Update for kernel security (RHSA-2022:6610)

240682 Red Hat Update for kernel-rt (RHSA-2022:6582)

240815 Red Hat Update for kernel-rt (RHSA-2022:7444)

240817 Red Hat Update for kernel security (RHSA-2022:7683)

242890 Red Hat Update for kernel (RHSA-2024:0724)

353993 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2022-016

354007 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2022-015

354018 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-003

354022 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-002

354023 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2022-017

354024 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2022-004

354270 Amazon Linux Security Advisory for kernel : ALAS2022-2022-114

354468 Amazon Linux Security Advisory for kernel : ALAS2022-2022-185

354542 Amazon Linux Security Advisory for kernel : ALAS-2022-185

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

377117 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2022:0158)

6140092 AWS Bottlerocket Security Update for kernel (GHSA-qh58-qw34-j8wh)

902416 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10024)

902428 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10004)

902639 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10004-1)

902696 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10024-1)

906222 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10024-2)

906244 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (10004-2)

940681 AlmaLinux Security Update for kernel (ALSA-2022:6610)
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http://cve.report/qid/160110
http://cve.report/qid/160210
http://cve.report/qid/179384
http://cve.report/qid/198868
http://cve.report/qid/240680
http://cve.report/qid/240682
http://cve.report/qid/240815
http://cve.report/qid/240817
http://cve.report/qid/242890
http://cve.report/qid/353993
http://cve.report/qid/354007
http://cve.report/qid/354018
http://cve.report/qid/354022
http://cve.report/qid/354023
http://cve.report/qid/354024
http://cve.report/qid/354270
http://cve.report/qid/354468
http://cve.report/qid/354542
http://cve.report/qid/355199
http://cve.report/qid/377117
http://cve.report/qid/6140092
http://cve.report/qid/902416
http://cve.report/qid/902428
http://cve.report/qid/902639
http://cve.report/qid/902696
http://cve.report/qid/906222
http://cve.report/qid/906244
http://cve.report/qid/940681

Y4UbY/ AIMALINUX SECUurity Upaate Tor Kernel-r (ALSA-2UZZ2:b582)
940732 AlmalLinux Security Update for kernel (ALSA-2022:7683)
940766 AlmaLinux Security Update for kernel-rt (ALSA-2022:7444)
960176 Rocky Linux Security Update for kernel-rt (RLSA-2022:7444)

960184 Rocky Linux Security Update for kernel (RLSA-2022:7683)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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