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On May 4, 2022, the following vulnerability in the ClamAV scanning library versions 0.103.5 and earlier and 0.104.2 and ea

Risk And Classification

1|

Problem Types: CWE-476
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Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Operating System
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Cisco

Cisco
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Fedoraproject
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Secure Endpoint
Secure Endpoint
Secure Endpoint
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Clamav

Debian Linux
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Fedora

Fedora
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References

Reference

[SECURITY] Fedora 35 Update: clamav-0.103.6-1.fc35 - package-announce - Fedora Mailing-Lists

ClamAV: Multiple Vulnerabilities (GLSA 202310-01) — Gentoo security

[SECURITY] [DLA 3042-1] clamav security update

Source

FEDORA

GENTOO

MLIST

Link
lists.fedoraproject.org
security.gentoo.org

lists.debian.org
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https://cve.report/CVE-2022-20796/mitre
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https://cve.report/CVE-2022-20796/cve_org
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http://cve.report/software/cisco/secure_endpoint
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http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/N4NNBIJVG6Z4PDIKUZXTYXICYUAYAZ56/
https://security.gentoo.org/glsa/202310-01
https://lists.debian.org/debian-lts-announce/2022/06/msg00004.html

CVE Program record

NVD vulnerability detail

/]

[SECURITY] Fedora 35 Update: clamav-0.103.6-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: clamav-0.103.6-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 34 Update: clamav-0.103.6-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: clamav-0.103.6-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 36 Update: clamav-0.103.6-1.fc36 - package-announce - Fedora Mailing-Lists

20220504 ClamAV Truncated File Denial of Service Vulnerability Affecting Cisco Products: April 2022 CISCO

CVE.ORG

NVD

lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
tools.cisco.com
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

354029 Amazon Linux Security Advisory for clamav

354308 Amazon Linux Security Advisory for clamav

354456 Amazon Linux Security Advisory for clamav

354544 Amazon Linux Security Advisory for clamav

355183 Amazon Linux Security Advisory for clamav

500101 Alpine Linux Security Update for clamav

179350 Debian Security Update for clamav (DLA 3042-1)

180847 Debian Security Update for clamav (CVE-2022-20796)

198788 Ubuntu Security Notification for ClamAV Vulnerabilities (USN-5423-1)

282688 Fedora Security Update for clamav (FEDORA-2022-a910a41a17)

282689 Fedora Security Update for clamav (FEDORA-2022-0ac71a8f3a)

282704 Fedora Security Update for clamav (FEDORA-2022-b8691af27b)

- ALAS-2022-1621

: ALAS2022-2022-090

1 ALAS2022-2022-229

- ALAS-2022-229

: ALAS2023-2023-052

710761 Gentoo Linux ClamAV Multiple Vulnerabilities (GLSA 202310-01)

752118 SUSE Enterprise Linux Security Update for clamav (SUSE-SU-2022:1644-1)

752121 SUSE Enterprise Linux Security Update for clamav (SUSE-SU-2022:1647-1)

901345 Common Base Linux Mariner (CBL-Mariner) Security Update for clamav (9676)

901565 Common Base Linux Mariner (CBL-Mariner) Security Update for clamav (9668)

902217 Common Base Linux Mariner (CBL-Mariner) Security Update for clamav (9676-1)

690872 Free Berkeley Software Distribution (FreeBSD) Security Update for clamav (b2407db1-d79f-11ec-a15f-589cfc0f81b0)


https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/N4NNBIJVG6Z4PDIKUZXTYXICYUAYAZ56/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7RV6BLIATIJE74SQ6NG5ZC4JK5MMDQ2R/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BX5ZXNHP4NFYQ5BFSKY3WT7NTBZUYG7L/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BX5ZXNHP4NFYQ5BFSKY3WT7NTBZUYG7L/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7RV6BLIATIJE74SQ6NG5ZC4JK5MMDQ2R/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-dos-vL9x58p4
https://www.cve.org/CVERecord?id=CVE-2022-20796
https://nvd.nist.gov/vuln/detail/CVE-2022-20796
http://cve.report/qid/179350
http://cve.report/qid/180847
http://cve.report/qid/198788
http://cve.report/qid/282688
http://cve.report/qid/282689
http://cve.report/qid/282704
http://cve.report/qid/354029
http://cve.report/qid/354308
http://cve.report/qid/354456
http://cve.report/qid/354544
http://cve.report/qid/355183
http://cve.report/qid/500101
http://cve.report/qid/690872
http://cve.report/qid/710761
http://cve.report/qid/752118
http://cve.report/qid/752121
http://cve.report/qid/901345
http://cve.report/qid/901565
http://cve.report/qid/902217

902397 Common Base Linux Mariner (CBL-Mariner) Security Update for clamav (9668-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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