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Summary

CVE CVE-2022-20817

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-15 18:15:00 UTC

Updated 2023-11-07 03:43:00 UTC

Description A vulnerability in Cisco Unified IP Phones could allow an unauthenticated, remote attacker to impersonate another user's phone if the Cisco Unified Communications Manager (CUCM) is in secure mode. This vulnerability is due to improper key generation during the manufacturing process that could result in duplicated manufactured keys installed on multiple devices. An attacker could exploit this vulnerability by performing a machine-in-the-middle attack on the secure communication between the phone and the CUCM. A successful exploit could allow the attacker to impersonate another user's phone. This vulnerability cannot be addressed with software updates. There is a workaround that addresses this vulnerability.

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ata 187 Analog Telephone Adapter - All All All

Operating System Cisco Ata 187 Analog Telephone Adapter Firmware All All All All

Hardware Cisco Unified Ip Phone 6911 - All All All

Operating System Cisco Unified Ip Phone 6911 Firmware - All All All

Hardware Cisco Unified Ip Phone 6921 - All All All

Operating System Cisco Unified Ip Phone 6921 Firmware - All All All

Hardware Cisco Unified Ip Phone 6941 - All All All

Operating System Cisco Unified Ip Phone 6941 Firmware - All All All

Hardware Cisco Unified Ip Phone 6945 - All All All

Operating System Cisco Unified Ip Phone 6945 Firmware - All All All

Hardware Cisco Unified Ip Phone 6961 - All All All

Operating System Cisco Unified Ip Phone 6961 Firmware - All All All

Hardware Cisco Unified Ip Phone 8941 - All All All

Operating System Cisco Unified Ip Phone 8941 Firmware - All All All

Hardware Cisco Unified Ip Phone 8945 - All All All

Operating System Cisco Unified Ip Phone 8945 Firmware - All All All

Hardware Cisco Unified Ip Phone 8961 - All All All

https://cve.report/
https://cve.report/CVE-2022-20817/mitre
https://cve.report/CVE-2022-20817/nist
https://cve.report/CVE-2022-20817/cve_org
https://cve.report/CVE-2022-20817.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ata_187_analog_telephone_adapter
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ata_187_analog_telephone_adapter_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6911
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6911_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6921
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6921_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6941
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6941_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6945
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6945_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6961
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_6961_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_8941
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_8941_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_8945
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_8945_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_ip_phone_8961


Hardware Cisco Unified Ip Phone 8961 - All All All

Operating System Cisco Unified Ip Phone 8961 Firmware - All All All

Hardware Cisco Unified Ip Phone 9951 - All All All

Operating System Cisco Unified Ip Phone 9951 Firmware - All All All

Hardware Cisco Unified Ip Phone 9971 - All All All

Operating System Cisco Unified Ip Phone 9971 Firmware - All All All

References

Reference Source Link Tags

20220615 Cisco IP Phone Duplicate Key Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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