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CVE CVE-2022-20848
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-30 19:15:00 UTC
Updated 2023-11-07 03:43:00 UTC
Description A vulnerability in the UDP processing functionality of Cisco IOS XE Software for Embedded Wireless Controllers on Catalys

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco 1000 Integrated Services Router - All All All
Hardware Cisco 1100-49/6g Integrated Services Router - All All All
Hardware Cisco 1100-4g Integrated Services Router - All All All
Hardware Cisco 1100-4p Integrated Services Router - All All All
Hardware Cisco 1100-69g Integrated Services Router - All All All
Hardware Cisco 1100-8p Integrated Services Router - All All All
Hardware Cisco 1100 Integrated Services Router - All All All
Hardware Cisco 1101-4p Integrated Services Router - All All All
Hardware Cisco 1101 Integrated Services Router - All All All
Hardware Cisco 1109-2p Integrated Services Router - All All All
Hardware Cisco 1109-4p Integrated Services Router - All All All
Hardware Cisco 1109 Integrated Services Router - All All All
Hardware Cisco 1111x-8p Integrated Services Router - All All All
Hardware Cisco 1111x Integrated Services Router - All All All
Hardware Cisco 111x Integrated Services Router - All All All
Hardware Cisco 1120 Integrated Services Router - All All All
Hardware Cisco 1131 Integrated Services Router - All All All
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http://cve.report/vendor/cisco
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http://cve.report/software/cisco/asr_9912
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Hardware Cisco Catalyst 3650-8x24uqg-e - All All All

Hardware Cisco Catalyst 3650-8x24uqg-I - All All All
Hardware Cisco Catalyst 3650-8x24uq-s - All All All
Hardware Cisco Catalyst 3850 - All All All
Hardware Cisco Catalyst 3850-12s-e - All All All
Hardware Cisco Catalyst 3850-12s-s - All All All
Hardware Cisco Catalyst 3850-12x48u - All All All
Hardware Cisco Catalyst 3850-12xs-e - All All All
Hardware Cisco Catalyst 3850-12xs-s - All All All
Hardware Cisco Catalyst 3850-16xs-e - All All All
Hardware Cisco Catalyst 3850-16xs-s - All All All
Hardware Cisco Catalyst 3850-24p-e - All All All
Hardware Cisco Catalyst 3850-24p-I - All All All
Hardware Cisco Catalyst 3850-24p-s - All All All
Hardware Cisco Catalyst 3850-24pw-s - All All All
Hardware Cisco Catalyst 3850-24s-e - All All All
Hardware Cisco Catalyst 3850-24s-s - All All All
Hardware Cisco Catalyst 3850-24t-e - All All All
Hardware Cisco Catalyst 3850-24t-I - All All All
Hardware Cisco Catalyst 3850-24t-s - All All All
Hardware Cisco Catalyst 3850-24u - All All All
Hardware Cisco Catalyst 3850-24u-e - All All All
Hardware Cisco Catalyst 3850-24u-I - All All All
Hardware Cisco Catalyst 3850-24u-s - All All All
Hardware Cisco Catalyst 3850-24xs - All All All
Hardware Cisco Catalyst 3850-24xs-e - All All All
Hardware Cisco Catalyst 3850-24xs-s - All All All
Hardware Cisco Catalyst 3850-24xu - All All All
Hardware Cisco Catalyst 3850-24xu-e - All All All
Hardware Cisco Catalyst 3850-24xu-| - All All All
Hardware Cisco Catalyst 3850-24xu-s - All All All
Hardware Cisco Catalyst 3850-32xs-e - All All All
Hardware Cisco Catalyst 3850-32xs-s - All All All
Hardware Cisco Catalyst 3850-48f-e - All All All

Hardware Cisco Catalyst 3850-48f-I - All All All
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Points UDP Processing Denial of Service (DoS) Vulnerability (cisco-sa-wlc-udp-dos-XDyEwhNz)
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