
CVE-2022-20855
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-20855

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-30 19:15:00 UTC

Updated 2023-11-07 03:43:00 UTC

Description A vulnerability in the self-healing functionality of Cisco IOS XE Software for Embedded Wireless Controllers on Catalyst Access Points could allow an authenticated, local attacker to escape the restricted controller shell and execute arbitrary commands on the underlying operating system of the access point. This vulnerability is due to improper checks throughout the restart of certain system processes. An attacker could exploit this vulnerability by logging on to an affected device and executing certain CLI commands. A successful exploit could allow the attacker to execute arbitrary commands on the underlying OS as root. To successfully exploit this vulnerability, an attacker would need valid credentials for a privilege level 15 user of the wireless controller.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Catalyst 9105 - All All All

Hardware Cisco Catalyst 9105axi - All All All

Hardware Cisco Catalyst 9105axw - All All All

Hardware Cisco Catalyst 9115 - All All All

Hardware Cisco Catalyst 9115axe - All All All

Hardware Cisco Catalyst 9115axi - All All All

Hardware Cisco Catalyst 9115 Ap - All All All

Hardware Cisco Catalyst 9117 - All All All

Hardware Cisco Catalyst 9117axi - All All All

Hardware Cisco Catalyst 9117 Ap - All All All

Hardware Cisco Catalyst 9120 - All All All

Hardware Cisco Catalyst 9120axe - All All All

Hardware Cisco Catalyst 9120axi - All All All

Hardware Cisco Catalyst 9120axp - All All All

Hardware Cisco Catalyst 9120 Ap - All All All

Hardware Cisco Catalyst 9124 - All All All

Hardware Cisco Catalyst 9124axd - All All All
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Hardware Cisco Catalyst 9124axd - All All All

Hardware Cisco Catalyst 9124axi - All All All

Hardware Cisco Catalyst 9130 - All All All

Hardware Cisco Catalyst 9130axe - All All All

Hardware Cisco Catalyst 9130axi - All All All

Hardware Cisco Catalyst 9130 Ap - All All All

Hardware Cisco Catalyst 9800 - All All All

Hardware Cisco Catalyst 9800-40 - All All All

Hardware Cisco Catalyst 9800-80 - All All All

Hardware Cisco Catalyst 9800-cl - All All All

Hardware Cisco Catalyst 9800-l - All All All

Hardware Cisco Catalyst 9800-l-c - All All All

Hardware Cisco Catalyst 9800-l-f - All All All

Application Cisco Ios Xe 17.6.1 All All All

Operating System Cisco Ios Xe 17.6.1 All All All

References

Reference Source

20220928 Cisco IOS XE Software for Embedded Wireless Controllers on Catalyst Access Points Privilege Escalation Vulnerability CISCO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Escalation Vulnerability (cisco-sa-ewc-priv-esc-nderYLtK)
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