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Summary

CVE CVE-2022-2104

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-24 15:15:00 UTC

Updated 2022-07-06 12:32:00 UTC

Description The www-data (Apache web server) account is configured to run sudo with no password for many commands (including /bin/sh and /bin/bash).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Secheron Sepcos Control And Protection Relay - All All All

Operating System Secheron Sepcos Control And Protection Relay Firmware All All All All

References

Reference Source Link Tags

Secheron SEPCOS Control and Protection Relay | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Anthony Candarini of AECOM, Clark Bradley of Elliott Davis, Mike Curnow of
AECOM, and Balakrishna Subramoney of SAM Analytic Solutions reported these
vulnerabilities to CISA.

There are currently no legacy QID mappings associated with this CVE.
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