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Hardware Intel Xeon silver 4316 - All All All

Operating System Intel Xeon Silver 4316 Firmware - All All All
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Reference Source Link Tags
Debian -- Security Information -- DSA-5178-1 intel-microcode DEBIAN www.debian.org

CVE-2022-21151 Intel Processor Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

INTEL-SA-00617 MISC www.intel.com
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180814 Debian Security Update for intel-microcode (DSA 5178-1)

182391 Debian Security Update for intel-microcode (CVE-2022-21151)

198836 Ubuntu Security Notification for Intel Microcode Vulnerabilities (USN-5486-1)
282674 Fedora Security Update for microcode_ctl (FEDORA-2022-9fdae2c607)

282697 Fedora Security Update for microcode_ctl (FEDORA-2022-688cbbf106)

282734 Fedora Security Update for microcode_ctl (FEDORA-2022-e718888c8b)
353946 Amazon Linux Security Advisory for microcode_ctl : ALAS2-2022-1800

353974 Amazon Linux Security Advisory for microcode_ctl : ALAS-2022-1606

354271 Amazon Linux Security Advisory for microcode_ctl : ALAS2022-2022-070
354450 Amazon Linux Security Advisory for microcode_ctl : ALAS2022-2022-129
355120 Amazon Linux Security Advisory for microcode_ctl : ALAS2023-2023-055
501197 Alpine Linux Security Update for intel-ucode

504021 Alpine Linux Security Update for intel-ucode

752143 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:1727-1)
752146 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:1732-1)
752147 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:1728-1)

752151 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:1747-1)
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00617.html
https://www.cve.org/CVERecord?id=CVE-2022-21151
https://nvd.nist.gov/vuln/detail/CVE-2022-21151
http://cve.report/qid/180814
http://cve.report/qid/182391
http://cve.report/qid/198836
http://cve.report/qid/282674
http://cve.report/qid/282697
http://cve.report/qid/282734
http://cve.report/qid/353946
http://cve.report/qid/353974
http://cve.report/qid/354271
http://cve.report/qid/354450
http://cve.report/qid/355120
http://cve.report/qid/501197
http://cve.report/qid/504021
http://cve.report/qid/752143
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752157 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:1744-1)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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