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Summary

CVE CVE-2022-21173

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-08 11:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description Hidden functionality vulnerability in ELECOM LAN routers (WRH-300BK3 firmware v1.05 and earlier, WRH-300WH3 firmware v1.05 and earlier, WRH-300BK3-S firmware v1.05 and earlier, WRH-300DR3-S firmware v1.05 and earlier, WRH-300LB3-S firmware v1.05 and earlier, WRH-300PN3-S firmware v1.05 and earlier, WRH-300WH3-S firmware v1.05 and earlier, and WRH-300YG3-S firmware v1.05 and earlier) allows an attacker on the adjacent network to execute an arbitrary OS command via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Elecom Wrh-300bk3 - All All All

Hardware Elecom Wrh-300bk3-s - All All All

Operating System Elecom Wrh-300bk3-s Firmware All All All All

Operating System Elecom Wrh-300bk3 Firmware All All All All

Hardware Elecom Wrh-300dr3-s - All All All

Operating System Elecom Wrh-300dr3-s Firmware All All All All

Hardware Elecom Wrh-300lb3-s - All All All

Operating System Elecom Wrh-300lb3-s Firmware All All All All

Hardware Elecom Wrh-300pn3-s - All All All

Operating System Elecom Wrh-300pn3-s Firmware All All All All

Hardware Elecom Wrh-300wh3 - All All All

Hardware Elecom Wrh-300wh3-s - All All All

Operating System Elecom Wrh-300wh3-s Firmware All All All All

Operating System Elecom Wrh-300wh3 Firmware All All All All

Hardware Elecom Wrh-300yg3-s - All All All

Operating System Elecom Wrh-300yg3-s Firmware All All All All
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References

Reference Source

無線LANルーター・中継器のセキュリティ向上のためのファームウェアアップデートのお願い - 最新情報 - セキュリティ情報｜ELECOM MISC

JVN#17482543: Multiple vulnerabilities in multiple ELECOM LAN routers MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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