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Insufficient granularity of access control in out-of-band management in some Intel(R) Atom and Intel Xeon Scalable Proces:

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
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Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Intel Atom C5310 - All All All
Intel Atom C5310 Firmware - All All All
Intel Atom C5315 - All All All
Intel Atom C5315 Firmware - All All All
Intel Atom C5320 - All All All
Intel Atom C5320 Firmware - All All All
Intel Atom C5325 - All All All
Intel Atom C5325 Firmware - All All All
Intel Atom P5322 - All All All
Intel Atom P5322 Firmware - All All All
Intel Atom P5332 - All All All
Intel Atom P5332 Firmware - All All All
Intel Atom P5342 - All All All
Intel Atom P5342 Firmware - All All All
Intel Atom P5352 - All All All
Intel Atom P5352 Firmware - All All All
Intel Atom P5362 - All All All


https://cve.report/
https://cve.report/CVE-2022-21216/mitre
https://cve.report/CVE-2022-21216/nist
https://cve.report/CVE-2022-21216/cve_org
https://cve.report/CVE-2022-21216.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5310
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5310_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5315
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5315_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5320
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5320_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5325
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_c5325_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5322
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5322_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5332
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5332_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5342
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5342_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5352
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5352_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_p5362

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Atom P5362 Firmware
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Xeon Gold 6328h| Firmware
Xeon Gold 6328h Firmware
Xeon Gold 6330
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Xeon Gold 6330n Firmware
Xeon Gold 6330 Firmware
Xeon Gold 6334

Xeon Gold 6334 Firmware
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Xeon Gold 6336y Firmware
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Xeon Gold 6338n Firmware
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Xeon Gold 6338t Firmware
Xeon Gold 6338 Firmware
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Xeon Gold 6342 Firmware
Xeon Gold 6346

Xeon Gold 6346 Firmware
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Xeon Gold 6348h Firmware
Xeon Gold 6348 Firmware
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Xeon Gold 6354 Firmware

Xeon Platinum 8351n

Xeon Platinum 8351n Firmware

Xeon Platinum 8352m
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Xeon Platinum 8352v
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Operating System Intel Xeon Silver 4309y Firmware - All All All
Hardware Intel Xeon Silver 4310 - All All All
Hardware Intel Xeon Silver 4310t - All All All
Operating System Intel Xeon Silver 4310t Firmware - All All All
Operating System Intel Xeon Silver 4310 Firmware - All All All
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Operating System Intel Xeon Silver 4316 Firmware - All All All

Reference Source Link Tags
CVE-2022-21216 Intel Processor Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com
INTEL-SA-00700 MISC www.intel.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
< i il

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

181650 Debian Security Update for intel-microcode (DLA 3379-1)

184357 Debian Security Update for intel-microcode (CVE-2022-21216)

199188 Ubuntu Security Notification for Intel Microcode Vulnerabilities (USN-5886-1)
284005 Fedora Security Update for microcode_ctl (FEDORA-2023-b28dc472b0)
284099 Fedora Security Update for microcode_ctl (FEDORA-2023-6846a1db56)
284406 Fedora Security Update for microcode_ctl (FEDORA-2023-e1482687dd)
284416 Fedora Security Update for microcode_ctl (FEDORA-2023-10d34be85a)
355081 Amazon Linux Security Advisory for microcode_ctl : AL2012-2023-406
355328 Amazon Linux Security Advisory for microcode_ctl : ALAS2-2023-2056
355400 Amazon Linux Security Advisory for microcode_ctl : ALAS2023-2023-189
502666 Alpine Linux Security Update for intel-ucode

504023 Alpine Linux Security Update for intel-ucode
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753719 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2023:0456-1)
753722 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2023:0454-1)
753726 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2023:0455-1)

753791 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2023:0568-1)
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