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CVE CVE-2022-21221
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-17 12:15:00 UTC
Updated 2022-03-24 02:27:00 UTC
Description The package github.com/valyala/fasthttp before 1.34.0 are vulnerable to Directory Tr.

/ |

Risk And Classification

aversal via the ServeFile function, due

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Fasthttp Project Fasthttp All All
Operating System Microsoft Windows - All

Edition Language
All All
All All

References

Reference Source
Release v1.34.0 - valyala/fasthttp - GitHub MISC
Path Traversal Attacks - Issue #1226 - valyala/fasthttp - GitHub MISC
Warn about unsafe ServeFile usage (#1228) - valyala/fasthttp@15262ec - GitHub MISC
Directory Traversal in github.com/valyala/fasthttp | CVE-2022-21221 | Snyk MISC
Add windows support to normalizePath - valyala/fasthttp@6b5bc7b - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
github.com

github.com

github.com

snyk.io

github.com

www.cve.org  canonical

nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: egovorukhin



https://cve.report/
https://cve.report/CVE-2022-21221/mitre
https://cve.report/CVE-2022-21221/nist
https://cve.report/CVE-2022-21221/cve_org
https://cve.report/api/cve/CVE-2022-21221.json
https://cve.report/CVE-2022-21221.pdf
http://cve.report/vendor/fasthttp_project
http://cve.report/software/fasthttp_project/fasthttp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://github.com/valyala/fasthttp/releases/tag/v1.34.0
https://github.com/valyala/fasthttp/issues/1226
https://github.com/valyala/fasthttp/commit/15262ecf3c602364639d465daba1e7f3604d00e8
https://snyk.io/vuln/SNYK-GOLANG-GITHUBCOMVALYALAFASTHTTP-2407866
https://github.com/valyala/fasthttp/commit/6b5bc7bb304975147b4af68df54ac214ed2554c1
https://www.cve.org/CVERecord?id=CVE-2022-21221
https://nvd.nist.gov/vuln/detail/CVE-2022-21221

There are currently no legacy QID mappings associated with this CVE.
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