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CVE CVE-2022-21227
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-01 16:15:00 UTC
Updated 2022-05-11 14:10:00 UTC
Description The package sqlite3 before 5.0.3 are vulnerable to Denial of Service (DoS) which will invoke the toString function of the pas
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ghost Sqlite3 All All All All

Reference Source Link Tags

bug: fix segfault of invalid toString() object (#1450) - TryGhost/node-sqlite3@593c9d4 - GitHub  MISC github.com

Denial of Service (DoS) in sqlite3 | CVE-2022-21227 | Snyk MISC snyk.io

Denial of Service (DoS) in org.webjars.npm:sqlite3 | CVE-2022-21227 | Snyk MISC snyk.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analy
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Vendor Comments And Credit

Discovery Credit
LEGACY: Cristian-Alexandru Staicu

Legacy QID Mappings

180867 Debian Security Update for node-sqlite3 (CVE-2022-21227)
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https://github.com/TryGhost/node-sqlite3/commit/593c9d498be2510d286349134537e3bf89401c4a
https://snyk.io/vuln/SNYK-JS-SQLITE3-2388645
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2805470
https://www.cve.org/CVERecord?id=CVE-2022-21227
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