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Improper isolation of shared resources in some Intel(R) Processors may allow a privileged user to potentially enable inform:
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Reference Source Link Tags
CVE-2022-21233 Intel Processor Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00657.html MISC www.intel.com

[SECURITY] [DLA 3379-1] intel-microcode security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
1l B

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181650 Debian Security Update for intel-microcode (DLA 3379-1)

183438 Debian Security Update for intel-microcode (CVE-2022-21233)

198938 Ubuntu Security Notification for Intel Microcode Vulnerability (USN-5612-1)
283028 Fedora Security Update for microcode_ctl (FEDORA-2022-d4e9b48c48)
283052 Fedora Security Update for microcode_ctl (FEDORA-2022-b7d8dcefc5)
354061 Amazon Linux Security Advisory for microcode_ctl : ALAS2-2022-1842

354450 Amazon Linux Security Advisory for microcode_ctl : ALAS2022-2022-129
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355120 Amazon Linux Security Advisory for microcode_ctl : ALAS2023-2023-055

502476 Alpine Linux Security Update for intel-ucode

504022 Alpine Linux Security Update for intel-ucode

752479 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:2833-1)

752480 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:2832-1)

752483 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:2838-1)

752484 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:2842-1)

752525 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2022:2960-1)
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