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Summary

CVE CVE-2022-21235

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-01 16:15:00 UTC

Updated 2022-04-08 18:10:00 UTC

Description The package github.com/masterminds/vcs before 1.13.3 are vulnerable to Command Injection via argument injection. When hg is executed, argument strings are passed to hg in a way that additional flags can be set. The additional flags can be used to perform a command injection.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vcs Project Vcs All All All All

References

Reference Source Link Tags

Moar fixes by mattfarina · Pull Request #105 · Masterminds/vcs · GitHub MISC github.com

Command Injection in github.com/masterminds/vcs | CVE-2022-21235 | Snyk MISC snyk.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Alessio Della Libera of Snyk Research Team

Legacy QID Mappings

904837 Common Base Linux Mariner (CBL-Mariner) Security Update for helm (12352)

904925 Common Base Linux Mariner (CBL-Mariner) Security Update for glide (12339)

905127 Common Base Linux Mariner (CBL-Mariner) Security Update for glide (12488)
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