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/

CVE-2022-2132

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2022-08-31 16:15:00 UTC

2023-11-07 03:46:00 UTC

A permissive list of allowed inputs flaw was found in DPDK. This issue allows a remote attacker to cause a denial of service

Risk And Classification
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Problem Types: NVD-CWE-Other
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2099475 — (CVE-2022-2132) CVE-2022-2132 dpdk: DoS when a Vhost header crosses more than two descriptors and exhausts all mbufs N
CVE Program record C

NVD vulnerability detail N
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160307 Oracle Enterprise Linux Security Update for dpdk (ELSA-2022-8263)
160397 Oracle Enterprise Linux Security Update for dpdk (ELSA-2023-0171)
180981 Debian Security Update for dpdk (DSA 5222-1)

180987 Debian Security Update for dpdk (DLA 3092-1)

183140 Debian Security Update for dpdk (CVE-2022-2132)

198933 Ubuntu Security Notification for DPDK Vulnerability (USN-5608-1)
240797 Red Hat Update for OpenStack Platform 13.0 (RHSA-2022:7268)
240900 Red Hat Update for dpdk (RHSA-2022:8263)

241065 Red Hat Update for dpdk (RHSA-2023:0169)

241066 Red Hat Update for dpdk (RHSA-2023:0172)

241067 Red Hat Update for dpdk (RHSA-2023:0171)

241068 Red Hat Update for dpdk (RHSA-2023:0170)

241069 Red Hat Update for dpdk (RHSA-2023:0167)

241639 Red Hat Update for dpdk (RHSA-2023:0168)

241672 Red Hat Update for dpdk (RHSA-2023:0166)

377903 Alibaba Cloud Linux Security Update for dpdk (ALINUX3-SA-2023:0009)
672369 EulerOS Security Update for dpdk (EulerOS-SA-2022-2761)

672383 EulerOS Security Update for dpdk (EulerOS-SA-2022-2726)

672414 EulerOS Security Update for dpdk (EulerOS-SA-2022-2793)

672435 EulerOS Security Update for dpdk (EulerOS-SA-2022-2843)

672445 EulerOS Security Update for dpdk (EulerOS-SA-2022-2818)

752610 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3356-1)

752620 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3381-1)
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http://cve.report/qid/377903
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http://cve.report/qid/672435
http://cve.report/qid/672445
http://cve.report/qid/752610
http://cve.report/qid/752620

752629 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3430-1)

752630 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3429-1)

753388 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3341-1)

753435 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2022:3390-1)

755779 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2024:0529-1)

755785 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2024:0531-1)

755786 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2024:0530-1)

755796 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2024:0554-1)

755813 SUSE Enterprise Linux Security Update for dpdk (SUSE-SU-2024:0576-1)

940804 AlmaLinux Security Update for dpdk (ALSA-2022:8263)

940883 AlmalLinux Security Update for dpdk (ALSA-2023:0171)

960527 Rocky Linux Security Update for dpdk (RLSA-2023:0171)

960601 Rocky Linux Security Update for dpdk (RLSA-2022:8263)
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