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Summary

CVE CVE-2022-21385

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 21:15:00 UTC

Updated 2022-09-30 19:19:00 UTC

Description A flaw in net_rds_alloc_sgs() in Oracle Linux kernels allows unprivileged local users to crash the machine. CVSS 3.1 Base Score 6.2 (Availability impacts). CVSS Vector (CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H)

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Oracle Linux - All All All

References

Reference Source Link Tags

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160051 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9727)

160052 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9729)

160053 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9726)

160054 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9730)

160055 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9731)
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160056 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9728)

160098 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9787)

160099 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9788)

160106 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9827)

160107 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9828)

160108 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9829)

160109 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2022-9830)

180982 Debian Security Update for linux (CVE-2022-21385)

672454 EulerOS Security Update for kernel (EulerOS-SA-2022-2848)

752584 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3265-1)

752591 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3274-1)

752592 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3282-1)

752596 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3291-1)

752615 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3408-1)

753703 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753707 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753727 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)
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