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Vulnerability in the Oracle Java SE, Oracle GraalVM Enterprise Edition product of Oracle Java SE (component: Libraries). ¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Operating System
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Application
Application
Application
Application
Application
Application
Application
Hardware
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Azul Zulu 15.38 All All All
Azul Zulu 17.32 All All All
Azul Zulu 18.28 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Netapp 7-mode Transition Tool - All All All
Netapp Active Ig Unified Manager - All All All
Netapp Active Ig Unified Manager - All All All
Netapp Cloud Insights - All All All
Netapp E-series Santricity Os Controller 11.0 All All All
Netapp E-series Santricity Storage Manager - All All All
Netapp E-series Santricity Web Services - All All All
Netapp Hci Compute Node - All All All
Netapp Oncommand Insight - All All All
Netapp Oncommand Workflow Automation - All All All
Netapp Santricity Unified Manager - All All All
Netapp Solidfire Enterprise Sds Hci Storage Node - All All All
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Application Netapp Solidfire Hci Management Node - All All All
Application Oracle Graalvm 21.3.1 All All All
Application Oracle Graalvm 22.0.0.2 All All All
Application Oracle Jdk 17.0.2 All All All
Application Oracle Jdk 18 All All All
Reference Source Link

oss-security - CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
Debian -- Security Information -- DSA-5128-1 openjdk-17 DEBIAN www.debian.org
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com

April 2022 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
Debian -- Security Information -- DSA-5131-1 openjdk-11 DEBIAN www.debian.org
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
oss-security - Re: CVE-2022-21449 and version reporting MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

159759 Oracle Enterprise Linux Security Update for java-17-openjdk (ELSA-2022-1445)

159920 Oracle Enterprise Linux Security Update for java-17-openjdk (ELSA-2022-1729)

179261 Debian Security Update for openjdk-17 (DSA 5128-1)
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179267 Debian Security Update for openjdk-11 (DSA 5131-1)

184854 Debian Security Update for openjdk-17 (CVE-2022-21449)

198752 Ubuntu Security Notification for Open Java Development Toolkit (OpendDK) Vulnerabilities (USN-5388-2)

198886 Ubuntu Security Notification for Open Java Development Toolkit (OpendDK) Vulnerabilities (USN-5546-1)

20253 Oracle Database 12.1.0.2 Critical Patch Update - April 2022

20254 Oracle Database 12.1.0.2 Critical Patch Update - April 2022 (Unauthenticated)

20255 Oracle Database 19c Critical Patch Update - April 2022

20257 Oracle Database 21c Critical Patch Update - April 2022

20285 Oracle Database 19c Critical OJVM Patch Update - April 2022

240226 Red Hat Update for java-17-openjdk (RHSA-2022:1445)

240348 Red Hat Update for java-17-openjdk (RHSA-2022:1729)

296063 Oracle Solaris 11.4 Support Repository Update (SRU) 45.119.2 Missing (CPUAPR2022)

353261 Amazon Linux Security Advisory for java-17-amazon-corretto : ALAS2-2022-1791

376546 Oracle Java Standard Edition (SE) Critical Patch Update - April 2022 (CPUAPR2022)

376556 Amazon Corretto Critical Patch Update (APR2022)

376564 Oracle Java Standard Edition (SE) ECDSA Vulnerability

376569 Azul Java Multiple Vulnerabilities Security Update April 2022

376757 Adopt OpendDK Vulnerability Advisory: 2022-04-19

376891 Alibaba Cloud Linux Security Update for java-17-openjdk (ALINUX3-SA-2022:0027)

378498 Red Hat OpendDK 17.0.3 Security Update for Windows Builds (RHSA-2022:1437)

379328 Zimbra Collaboration Suite (ZCS) Multiple Vulnerabilities

502141 Alpine Linux Security Update for openjdk15

502324 Alpine Linux Security Update for openjdk15

502325 Alpine Linux Security Update for openjdk17

752384 SUSE Enterprise Linux Security Update for java-1_7_1-ibm (SUSE-SU-2022:2539-1)

752385 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2022:2540-1)

752427 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2022:2650-1)

940479 AlmaLinux Security Update for java-17-openjdk (ALSA-2022:1445)
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960196 Rocky Linux Security Update for java-17-openjdk (RLSA-2022:1445)
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