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Certain versions of Cloud Infrastructure from Oracle contain the
following vulnerability:

Vulnerability in the Oracle Cloud Infrastructure product of Oracle Cloud
Services. Easily exploitable vulnerability allows high privileged attacker
with network access to compromise Oracle Cloud Infrastructure.
Successful attacks of this vulnerability can result in unauthorized
access to Oracle Cloud Infrastructure accessible data. All affected

customers were notified of CVE-2022-21503 by Oracle. CVSS 3.1 Base Score 4.9
(Confidentiality impacts). CVSS Vector: (CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N)

CVSS3 Score: 4.9 - MEDIUM
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CVSS2 Score: 4 - MEDIUM
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PARTIAL NONE NONE

CVE References

CVE-2022-21503 has been assigned by  secalert_us@oracle.com to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  Oracle Corporation - Oracle Cloud Infrastructure version *
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Cloud Infrastructure - All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

@ryouta_horiuchi
・7/18迄に対応しない場合、パスワード無効化 ・無効化されると、コンソールログイン不可、要パ
スワードリセット操作 ・管理者は、Oracleから提供されるツールを定期実行することで対象者を抽
出できる ・この件のCVEは、CVE-2022-21503。

2022-06-14
19:51:52

@ryankwondev
CVE-2022-21503가 �� ����??? � ���� ����...?? twitter.com/ryankwondev/st… 2022-06-14

23:07:58

@osakanataro2
Oracle CloudからCVE-2022-21503でやばいことになったから認証関連再設定してくれ、ってメー
ルが来てた https://t.co/xzbrdAMNmk

2022-06-15
00:55:00

 @mattn_jp 対応おわり。 CVE-2022-21503 https://t.co/jAzxgy9C6Z 2022-06-15
01:36:34

@ohhara_shiojiri
OCIのCVE-2022-21503対応でクレデンシャルをローテーションする様に通知来たので対処 2022-06-15

02:31:42

 @xiaozacao OracleのCVE-2022-21503面倒くさい 2022-06-15
02:47:01

 @dhlrunner ��� ������ ��� ������ ��� ��� ��� CVE-2022-21503 ��� ��� �� ��가 ��.. �� ���� �� ����가? https://t.co/wnctCR52n3 2022-06-15
02:57:55

 @128_BlT CVE-2022-21503 2022-06-15
04:53:34

@originatingIP
⚠️ NEW & UNPUBLISHED VULNERABILITY - Oracle CVE-2022-21503 affecting Oracle Cloud
Infrastructure Identity Service.… twitter.com/i/web/status/1…

2022-06-15
07:25:33

@osakanataro2
Oracle CloudのCVE-2022-21503による認証情報流出を対処した blog.osakana.net/archives/12610
流出度合いによってメール内容が違うというサンプル付き https://t.co/kinXiaSiCk

2022-06-15
11:12:50

 @nonakap Oracle CloudのCVE-2022-21503のメール、うちにも来たけどログインパスワードの変更だけだっ
たなぁ

2022-06-15
11:14:58

 @flightlesstux Oracle has identified security vulnerability CVE-2022-21503 that affected the Oracle Cloud
Infrastructure (OCI) Ide… twitter.com/i/web/status/1…

2022-06-15
20:27:14
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https://blog.osakana.net/archives/12610


← Previous ID Next ID→

Infrastructure (OCI) Ide… twitter.com/i/web/status/1… 20:27:14

 @Koppy0927 Oracle CloudからCVE-2022-21503の影響を受けたから認証情報をローテートしてねーって情報き
てた https://t.co/bHS6WiMMTP

2022-06-16
18:00:28

 @CVEreport CVE-2022-21503 : Vulnerability in the Oracle Cloud Infrastructure product of Oracle Cloud Services.
Easily exploita… twitter.com/i/web/status/1…

2022-06-17
20:27:00

 /r/oracle OCI Rotate Credentials notification 2022-06-16
04:58:13

 /r/netcve CVE-2022-21503 2022-06-17
21:38:46
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