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CVE CVE-2022-21676
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Published 2022-01-12 19:15:00 UTC
Updated 2023-06-27 19:03:00 UTC
Description Engine.lO is the implementation of transport-based cross-browser/cross-device bi-directional communication layer for Sock
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Type Vendor Product Version Update Edition Language

Application Socket Engine.io All All All All

References

1]

Reference Source
Release 4.1.2 - socketio/engine.io - GitHub MISC
Release 5.2.1 - socketio/engine.io - GitHub MISC
Uncaught Exception in engine.io - Advisory - socketio/engine.io - GitHub CONFIRM

fix: properly handle invalid data sent by a malicious websocket client - socketio/engine.io@66f889f - GitHub MISC
fix: properly handle invalid data sent by a malicious websocket client - socketio/engine.io@a70800d - GitHub ~ MISC
Release 6.1.1 - socketio/engine.io - GitHub MISC

fix: properly handle invalid data sent by a malicious websocket client - socketio/engine.io@c0e194d - GitHub ~ MISC

CVE-2022-21676 NPM Vulnerability in NetApp Products | NetApp Product Security CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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