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Summary

CVE CVE-2022-21679

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-19 22:15:00 UTC

Updated 2022-01-27 13:58:00 UTC

Description Istio is an open platform to connect, manage, and secure microservices. In Istio 1.12.0 and 1.12.1 The authorization policy with hosts and notHosts might be accidentally bypassed for ALLOW action or rejected unexpectedly for DENY action during the upgrade from 1.11 to 1.12.0/1.12.1. Istio 1.12 supports the hosts and notHosts fields in authorization policy with a new Envoy API shipped with the 1.12 data plane. A bug in the 1.12.0 and 1.12.1 incorrectly uses the new Envoy API with the 1.11 data plane. This will cause the hosts and notHosts fields to be always matched regardless of the actual value of the host header when mixing 1.12.0/1.12.1 control plane and 1.11 data plane. Users are advised to upgrade or to not mix the 1.12.0/1.12.1 control plane with 1.11 data plane if using hosts or notHosts field in authorization policy.

Risk And Classification

Problem Types: CWE-670

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Istio Istio 1.12.0 - All All

Application Istio Istio 1.12.0 alpha0 All All

Application Istio Istio 1.12.0 alpha1 All All

Application Istio Istio 1.12.0 alpha5 All All

Application Istio Istio 1.12.0 beta0 All All

Application Istio Istio 1.12.0 beta1 All All

Application Istio Istio 1.12.0 beta2 All All

Application Istio Istio 1.12.0 rc1 All All

Application Istio Istio 1.12.1 All All All

References

Reference Source Link Tags

Authorization Policy For Host Rules During Upgrades · Advisory · istio/istio · GitHub CONFIRM github.com

Istio / Announcing Istio 1.12.2 MISC istio.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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