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Summary

CVE CVE-2022-21704

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-19 23:15:00 UTC

Updated 2023-02-03 19:16:00 UTC

Description log4js-node is a port of log4js to node.js. In affected versions default file permissions for log files created by the file, fileSync and dateFile appenders are world-readable (in unix). This could cause problems if log files contain sensitive information. This would affect any users that have not supplied their own permissions for the files via the mode parameter in the config. Users are advised to update.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Log4js Project Log4js All All All All

References

Reference Source

[SECURITY] [DLA 3229-1] node-log4js security update MLIST

Changed default file modes from 0o644 to 0o600 for better security by peteriman · Pull Request #87 · log4js-node/streamroller · GitHub MISC

Changed default file modes from 0o644 to 0o600 for better security by peteriman · Pull Request #1141 · log4js-node/log4js-node · GitHub MISC

log4js-node/CHANGELOG.md at v6.4.0 · log4js-node/log4js-node · GitHub MISC

Incorrect Default Permissions in log4js · Advisory · log4js-node/log4js-node · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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