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Summary
CVE CVE-2022-2179
State PUBLIC
Assigner ics-cert@hq.dhs.gov

/

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2022-07-20 16:15:00 UTC
Updated 2022-07-27 21:45:00 UTC
Description The X-Frame-Options header in Rockwell Automation MicroLogix 1100/1400 Versions 21.007 and prior is not configured in

1|

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

References

Type Vendor Product

Hardware Rockwellautomation Micrologix 1100
Operating System Rockwellautomation Micrologix 1100 Firmware
Hardware Rockwellautomation Micrologix 1400
Operating System Rockwellautomation Micrologix 1400 Firmware

Version Update

- All
All All
- All
All All

Edition

All

All

All

All

Language
All
All
All

All

Reference
MicroLogix 1400/1100 Vulnerable to Clickjacking Vulnerability
Rockwell Automation MicroLogix | CISA

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Source

CONFIRM

CONFIRM

CVE.ORG

NVD

Link

Tags

rockwellautomation.custhelp.com

Wwww.cisa.gov
WWW.Cve.org

nvd.nist.gov

canonical

canonical, analysis

Discovery Credit

LEGACY: Pawan V. Sable and Pranita Binnar from Veermata Jijabai Technological Institute
(VJTI) reported this vulnerability to Rockwell Automation.
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590934 Rockwell Automation MicroLogix Vulnerability (ICSA-22-188-01) (PN1597)
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